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78 |Supply chain Supply chain risk — Including corona virus, Brexit and Confiict In Europe (1. *Stock supply shortages for products or componenu that are made In Far  [Director 4 4 Treat 1. 'Set up an internal team teskad with managing 1. Weekly stock avallability reports with supplier 4 Tolerate 1. Align staff palicles to LOC guldelines. Directar Ongeing 10.5.24. Widespread cost implications related to global
East. effects In UK ESPQ’s and In resps to the and falled orders. 2, Assess trading Impa:t on financlal forecasts. shipping disruptions through the Red Sea route have not
2. 'Staff shnrtages n all ESPO functional areas due to hlgh sickness rates. health crisis. 2. Weekly 'staff sickness reconds attributable to 3.1 sources of products. imaterizlised and the situation now appears to have
3.'School closures to reduce infection spread. 2. ‘Maonltor updates and advice from WHO and UK tha coronavirus. 4. Regular meetlngs of the Internal team stabliised. Stock avallabliity remains high (98.5%) as the
4. 'Overall economic impact on ESPO's business activitles due to suggish government . 3. Weekly trading analysis 5. Ongoing communications with all relevant parties through web suppiler market has reacted accordingly to managing the
restoration of International supply chain. 3. 'Maintain regular communications with customers, » Continued enforcement of existing contrals by sthe, weekly comms and formal reports. Increased lead times as contalners take the longer route
5. Buying price risk due to Increased freight xasts may mean a reduced staff and stakeholders. managens 04.03.2020 ESPO update on Coronavirus Report discussed at Into Europe around Africa
margin, 4. ESPO continue to promate good handwashing and » Continued staff briefings and reminders. Mgmt. Committee.
6. Driver shortage In the market could affect defllveries to ESPO and our hyglene and have the y of |+ On-going Covid-19 secure monitoring by ESPO 06.03,2020 Teleconference with LOC.
ability to deliver to our customers on time. antibacterial wipes and cleaning equipment. Cnntramd Health and Safety Advisor and LCC. » All risk assessments and guidance fully aligned with LCC.
cleaning contractors disinfect door handles and hand = Internal meetings took place reguiarly during height of
» Stalf complacency and not adhering to controls In place. ralis as part of our contract. pandemic. Frequency reduced due b new 'BAU’. Would resume If
= All risks as identified previcusly coming to frultion due to further restrictions 5.Should a member of staff contract coronavirus EPSO required.
wili llalse with PHE directly at County Hall and follow any '« Comms on-gaing
* Supply chain disruption In the event of further lockdowns both In UK and recommendations. = Forthcoming work on bullding modifications and a new people
Worldwide. 6. Should Isclation ba required our Smarter Working strategy to support new ways of working.
= On-golng school dosures / partial dosures. Policy provides guldance on staff working from home
and where Y risk will be
completed. In the svent there Is a requirement for an
extended number of staff to work from home ail
avallable lap-tops provide to staff across the business
will be recalled and distributed accordingly..
7. Assess suppliers shortages through daily phone
icontact by Stock Optimisation team.
8. Work closely with staff agency partners to source
staff across the loglstics, procurement and financial
sectors.
9. Continue to manage supply chain risk through Supply
Chain Panel, PAG and CMG.
10. CMG and Contracts Panel will be made aware of
price increases and impacts assessed by Finance
11. Aim to resist price increase ‘within ysar’
12. Mrigate through re rein:
extensions
75 |7 TT Cyber Security. Range of cyber security threats Fallure to adequately protect ESPO networks, systems and data from AD Operations & |5 4 Treat Range of protections/controls in place, Including (but  [1) Firewall fogs (contain detalls on network traffic, 4 Treat IT action plan created and enhanced following the cyber audt by |AD Operations & |Q1 [08.05.24 Wark continues to remove obstacies to
(Nate - separate IT specHfic risk ragister and by attack could lead to » range of potential consequances, Induding;  |IT not fimited to): including hostlle attacks on the ESPO network) LOC. This Indudes contrals In place, and enhancements, induding: (IT 2021/ongoin (CyberEssentlals accreditation. The revised IT Policy has
Internat ITDG committee) legal Impacts or other losses. 1) Arewalls (outer defences, controtiing the border of  |2) Firewall Reports (Dally, weekly, monthly - Creation of cyber security roadmap, spacific risk register and g been approved, and work has commenced on a
ESPO network) reports on network traffic) Incidant response processes replacement for the Tracker utifty (currently blocking
Threat systam 3) Extesnal security support partner monitoring - New remote working policy mutt-factor CE+ accr 14.08.24 For of
vaﬂnul coming data (e.g. emails) for potential (Various support partners Issue reguiar threat revised password policy and technical measures for device t.ha new IT Policy will ick a slgnlﬂcunt box regarding
threats) alerts) for the
3} Antlvirus software (Prevents known viruses from 4) various event logging - systems that monitor - Penetration Testing lPM Tracker uthiity has now besn devdoped, which Is
executing on ESPO devicas) and alert on patential concerns (this s a2 weak - Disaster recovery polky, testing and third party support planned to go lve by Octobar. This enables us to scrap
4) Authentication systems (Controls who can access area for ESPO and will be reviewed) - Staff training and to Improve awareness, competance and the Tracker utllity, which Is another obstacle to CE+
ESPO systems and data) (Needs further expansion} enhance the posttive culture of reporting of lssues/mistakes. accreditation.  Microsoft Secure Score Is now at 78% and
5) Staff education (Reduces risk of successful phishing - Contracts with specialist 3rd parties to provide regular technical remalns consistently high (meaning more secure).
attack) and emergency support Penetratlon Testing for 2024 Is currently In procurament
6) Anti-Ransomware backup solution (prevents hackers - Working towards 'CyberEssentlais+' accreditation and should be completed in the Autumn. The Annual
from encrypting our backups) - Malntenance and development of Internal security procedures Disaster Recovery testing Is scheduled for late
7) External security controls Audk (Highlights areas of (e.9. the 2022 version upgrade of our ERP system) Sept 2022 September. ESPO's cybersacurity stance remains strong.
concarn in ESPO security systems) [Cyber [nsurance policy extended for 1 ysar. Oct 2022 LT
B) Penetration testing (probes the ESPO network for appmved [ncident Response Poficy. 08.02.24 Various Job
vuinerabiiities) Descriptions have been amended to reflect the Increased
(Needs further expansion/datall) importance of Cy tty and establish in this
area.
DR Testing In December 2023 demonstrates that current process.
s robust and effective.
Staff training is now across ESPO, and signs
suggest this is having a positive effect.
All user security measures (antivirus, antimalware etc) have been
migrated to MS Defender, additionally Defender drives our
software patching process, alerting us immediately when anything
requires update.
ESPO's Mirosoft Secure Secure remains very high at 77%, well
above the average for similar organisations (42%).
Waork towards Cyber
B0 |Procurement - The Procurement Bill contains areas of potential risk for ESPO. Lack of |Customers may choose to undertake thalr own procurements and not use \AD Procurement &E 3 Monitoring contracts finder/ find a tender and doser Fail down In numbar of customars using our 3 Treat 1. Develop ESPO's procurement strategy to take account of the AD Procurement
Compllance clarity around proposals at this stage adds to the concern. frameworks - falt in rebate Income. [Commercial of P pipelines frameworks. Insufficlent. newly released National Pollcy & C
Main areas of concern are: Risk of court if new p used Better engagement through CRM’S to manage 2.Work closaly with LCC and other PBOs to develop Joint approach.
Proposal for more flexihle procurement procedures may devaiue the Current procul may need to ensure Continued engagement with legal advisors to gauge required. 3.Through chalrmanship of the PBO forum ensure that
affarded by . QL may dedide to procure |with transparency rules Risk of being sued for Inappropriate transparency or customer tendencles representatives from the Cabinet Office attend to provide ragular
mgmselves for nat being transparent enough, Canvass opinken fram member authorities to understand updates on poiicy In relation to the Procurement Bl developmentai
Mare flexible procedures lacdng detall - risk to ESPQ If it attempts to what &t means to themywhat their intentions are. 4. Ensure that ESPO has representation on tha planned Cabinet
plonesr uss of thess. Manage customer messages to Intensify the 'safe Office tralning advisory body for new procurement rules - push for
Increased transparency rules bring greater administrative and framework’ message. central funding.
compliance burdens and undear expectations fram Cabinet Office ESPO stick with Open Procedure until new fexible 5. Put In place an ESPO procuremant steering group to support the
exposes contracting authorities to litigation risk. There Is also a rsal procedures are clarified and tested. transition to new ways of working
risk that supmels could become more embolden to mount legal Ensure p team s to 6. Ensure adequate legal reource Is in place from LCC to support
umder the new regleme and until ensure transparency compliance. Create a the transiton to new procurement rules, 7.Ensure new processes
X Is fully traied and tested. The new Regulations will remaln under unit within and governace procedres reamin under review and In-step with
raview and therefore subject to change for at least two year after being Update processes & procedures to reflect new changes to the new Regulations. 8. Continue to Invest in staff
implemented. requirements. training and developemt.
88 - F CRM - E9M+ rebate and £2.5bn+ ESPQ risks are: AD Procurement & 5 4 Treat 1. Tested process for system use. 1. Actual Income to be monktorad against forecast 3 1 reat 1. Implement new Spirit system. THead of
Trading customer spend 1. Reduced visbiity of framework sales data/Ml, by atc. C 2. Some data is held within procurement teams at and varlances raviewsd. 2. Build a centrally held pipeline for customer spend. Commercial
Risk of high dependance on bespoke ESPO develuped system and 2. Reduced abliity to forecast rebate income ranges. supplier level anly. 2. Delays In provision of MI and/or agreement on 3. Consider development of a suppller partal for uploading of M1
knowledge with one Individual within IT. 3. Potential to adversely Impact rebate income. 3. FAnance and Commercial teams hold high level rebate levels with suppliers. from 2,500+ suppllers.
4. manual for p teams. framework rebate Information. 3. Reviews between Commerdal team and 4. Consider automation of ralsing supplier involoes via Spirit CRM.
5. Member dividend s based on top framewnrks which will not be 4. Spirit projact to axpand data s teams. 5. Consider business wide rollout of a CRM systam.
ascertalnable If there Is no access to the database. currentty underway. 4. Reviews between Commerdal and Finance €. Consider appolnting a suppller to provide a rebate portal.
€. Current database doesn't hold framework details on MSTAR, Washroom team.
and CCS dua to with entering data. 5. Status of the Spirit project.
91 |Govemance and |Risk of warehouse extension overspend 1. Reduced cash reserves AD Finance g 4 Traat 1. Procurement process with prices agreed and fixed 1. Cost at 3 = Treat 1. Continual evaluation of costs and Investment appraisal through |AD Finance 01/12/2022 |15.5.24 - Regular oversight operationally and through
Ananda! 2. Less appealing Investment proposition where possible at the outset of contracting. ench stage of the tender process, and as the the Project Board the Project Board. Contingency remains In place and
2. Regular reviews of the Cast Pian with the third party |project progresses. 2, Clear specification for contractors and flexibifity on ESPOs part majority of the work has been tendered. Project currently
project manager (Pick Everard) and maln contractor to manage costs progressing on time and on budget.
(Galltford Try) 3. Fast deltvery plan once planning permission has been obtained
|96 [Energy Iniial period of contract with Optima wil end n May 2027 Jamwmmwwmhmmmmanmm AD Procurement & |5 2 10 [Treet [Ongaing contract management of Gptima and reguiar monkorkg lmmmﬁdoﬁm 2 10 [Tt Fioad of Commercial 1313.55
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